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Abstract— Day by day electronic devices like laptops, mobiles, notebooks and other electronic gadgets are 
growing very fastly. By using these devices people can able to store and retrieve the information as and 
when necessary. Even by using these devices communication will be established between the users. All 
these devices are having the feature known as mobility. These devices can take from one place to another 
place; we can use them for different purpose depends upon the nature of the device. Where there is 
flexibility and facility there also exists the risks. The information which can be transmitted can be hacked 
by the people. To avoid such conditions security has to be provided to the devices as well as to the 
network provided for the communication. The required infrastructure for mobile computing are wireless 
communication, mobility and easily portable. These infrastructure raises number of problems they are 
Disconnection, bandwidth and interface variability and different types of networks present. In mobile 
networks we don’t have a fixed connection to establish for the communication and intercell hand offs, 
noise can be causes of disconnection. In mobile network the available band width will be low. While 
accessing through wireless network or through switching from one mechanism to other mechanism may 
produce the problems. Similarly for the mobile networks, it is not homogenous, it is heterogeneous. 
Mobility also introduces some problems like address migration, location dependent information and 
privacy. Portability will also introduces some problems like low power which effects portability, even the 
transactions may end in the middle due to disconnection, risk to data like physical damage and 
unauthorized access.  Number of security issues addressed in mobile computing like authentication, 
confidentiality, accountability, integrity, availability etc. All these issues should take care of so that the 
system will be secure enough. Out of all the issues confidentiality and authentication is given more 
importance where the user should be secured from unauthorized eavesdropping. Whenever if a user 
wants to access the information of the other person, before providing that either the network or the 
devices has to check his identity to prevent the unauthorized access. To take care of this kind of issues 
network security protocols has to be used which uses the computational power and the available 
bandwidth. Whenever if a protocol is used, it should be thoroughly designed in such a way that it should 
not use more computational resources. 
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I. INTRODUCTION 
There is a huge growth in the hardware and 
communicating devices. Providing security to these 
devices is the biggest task now a days. To have the 
communication between these devices one has to 
establish the network. Even this network should be 
secured or else attacker may steal the data while it is 
in transit. The meaning of mobile computing is 
nothing but from anywhere and anytime like it is 
pervasive.  When we have this mobility feature in the 
network then we will have advantages also. But there 
is another serious issue which we have to concentrate 
is security, so that we can able to have the fruits of 
mobile computing.  
Mobile computing is expected to characterize by 
personalized and location based services. Generally, 
users will prefer the information they require instead 
of location where they are [7]. It offers a computing 
environment when compared to the physical mobility. 
The main intention of the mobile computing is to 
access the data or information from any system of the 
network and from any other system or device from the 
other network. To achieve this, mobile computing 
should be ubiquitous, where the communication 
should be had by both wired and wireless media. All 
the communication devices are capable enough to 
store, process, displaying and for the communication 
purpose.  
To have the effective security, a mobile system 
requires good infrastructure and it should provide 
necessary services in properly functioning the other 
components which are involved in the mobile 
computing system. 
There are different types of structures are there which 
are used in mobile computing like GSM or 2G which 
will be having different functionalities and services. 
The main goals will be higher quality, no noise, speed 
of data, providing security, prevention of frauds, 
threats etc. It should provide communication like 
voice and videos, messaging etc. 
Components of a Cellular system:  The following is a 
general block diagram for the cellular network. In this 
cell is the basic unit of which covers some 
geographical area of the network [2]. 
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Figure 1: Components of  Mobile system. 
Http:\\www.airccse.org/journal/ijcses/papers/6215ijc
ses03.pdf 
This cell is a part of the area which is covered by the 
transmitter. Now the mobile device will be connected 
to one of the base station, sometimes known as 
transceiver with one of the transmission media like 
radio links etc.  Like this so many stations will be 
present and all these stations are connected by a 
station controller which is even known as base station 
controller. A microwave link or optical link or any 
radio link will establish the connection between the 
controller and the base station controller. Mobile 
switching center will have the connection with all 
these base station controllers and the upstream.   
Whenever a call comes, these mobile switching 
centers will transfer the call to the receiver mobile 
switching center.   
Apart from forwarding the other functionalities of 
mobile switching centers are maintaining the 
accounting information and the billing information. 
These mobile switching centers are connected by a 
wired network like Telephone networks. 
There exists a Home location register is a database 
maintained by mobile switching center where all the 
subscribers data is present in that.  This data contains 
details like mobile number of the subscriber, services 
availed etc. [18].  Apart from this data it also maintains 
the runtime information like where the customer is 
moving, location of the customer etc. These services 
are location based services and if the customer want to 
use the other network when he is in the roaming, then 
depends on the agreement of the current network and 
the new network, user can avail the roaming facility. 
When the user is changing from one network to the 
other, then all these details are maintained in the 
Visitors location register where the details of the 
visitors of this network will be stored.  In the visitors 
location register the following details are stored like 
15 digits mobile number, mobile network code, and 
the mobile subscriber identification number. With all 
these details the user can be easily identified.  
There are different security mechanisms that will be 
implemented for different types of networks. For 
example we will consider some of the networks. 
 
a. GSM Networks: 
In providing the security to the GSM networks there 
exists two different functionalities like authentication 
and key management, Securing the message. 
 
Figure2: Providing Authentication in GSM 
Networks. 
Http:\\www.airccse.org/journal/ijcses/papers/6215ijc
ses03.pdf 
To authenticate the user, authorization of the request 
will come from the mobile phone to MSC’s. With the 
help of MSC’s, HLR and IMSI authentication process 
will be continued. Authentication vectors will be 
created and transmitted with the help of shared key 
mechanisms. This information is sent to the SIM. 
After receiving the information by the SIM then the 
cellphone will give the response that whether he is the 
valid user or not. Here the base stations use the 
encryption and decryption mechanisms with 
encryption key which is the shared key.   
Securing the message: 
Encryption will be done in between the cell phone and 
the base station with the technique known as stream 
cipher technology. It used the 64 bit encryption key. In 
the stream cipher plain text will be XOR’d to get the 
cipher text. XOR operation will be implemented in 
Stream cipher mechanism. 
 
Figure 3: Stream cipher technique 
https://encrypted-
tbn2.gstatic.com/images?q=tbn:ANd9GcSjDJIASJYq
3rqfgWSb9fuwVx6AaLB8dGiqs2RGUln2sg4YtG9W 
The classification of encryption algorithms relates the 
data to be hidden. If we are streaming video, the 
stream may come in bursts; the speed at which the 
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sender and receiver can operate must be equal. For 
such application we use such encryption is called 
stream encryption, in which each bit, or byte, of the 
data stream is encrypted separately. 
As shown in figure, the stream enciphering, that the 
input symbols are transformed one at a time. And it 
can be applied immediately to whatever data items are 
ready to transmit. But most encryption algorithms 
involve complex transformations for one or a few bits 
at a time it is very expensive. 
In providing the security to the GSM networks, there 
exist some difficulties like authentication of the 
subscriber by the HLR and VLR. If the temporary 
information is lost, then there is no chance of 
identification of the subscriber. 
Another one is SIM is authenticated but there is no 
network authentication mechanism. Apart from these 
even an attacker can clone the SIM card.  
b. Security in GPRS. 
GPRS is one of the network which is used for high 
traffic and throughput. It uses the packet switching 
transmission for low latency transmission. GPRS 
consists of two components like serving GPRS 
support node and the Gateway GPRS support node.  
All the attachments which are present in the mobile 
network are transferred to the GGSN. It even acts as a 
interface in transferring the data. SGSN is one of the 
in charge for providing security and achieved the 
following features like integrity, authentication and 
authorization. Another component is GGSN, which 
provides the connection between the data of the 
operator network and the IP network. The main 
functionalities of GGSN is having the statistics of the 
traffic, billing and accounting information.  
 
Figure 4 : GPRS Architecture 
Http:\\www.airccse.org/journal/ijcses/papers/6215ijc
ses03.pdf 
Security in GPRS will be provided with the 
cryptographic mechanism which uses the encryption 
and decryption algorithms in providing the security to 
the messages. The implementation of these algorithms 
will be different from the implementation GSM 
security mechanisms.  
 
There are different challenges are there to face the 
issues of security like how the security is certified, 
how the information is protected when it is in the 
wireless transmission and the last one is how to 
protect the rest of the data. 
II. ISSUES IN MOBILE COMPUTING 
General security issues are Integrity, Availability, 
confidentiality, legitimacy and accountability which 
has to be taken care of. Apart from these security 
issues one has to concentrate on new threats and they 
have to be handled properly. These new issues are 
threats or risks which have to be handled properly. For 
example if we take an organization and providing the 
security to it or any of the security organization. These 
have to use different security controls to handle the 
risks. Two approaches which are used to analyze the 
risks are Quantitative and qualitative. Some of the 
attributes which are related to the occurrence of the 
risk are environmental, accidental or deliberate. All 
the threats will be understood by occurrence of some 
events may be by the attacks. Then later on assets 
vulnerabilities will realize the threats which may harm 
the assets.  The self-association of the attack class 
represents attacks series (i.e., a sequence of attacks) 
realizing one or more threats. Attack series may be 
either dependent events or independent events.  
After identifying the potential threats in the 
organization, then we have prioritize them not to have 
the huge loss. This rating helps the security person 
whether he has to handle it immediately or he can take 
some time or he can leave it. This rating of the risk is 
purely based on the information which will  
be losing by the threat.  
As per the loss of information by the risks they are 
categorized as low, medium and high risks. Handling 
the low and medium type of risks are easy by using 
different controls but handling the high risks are a bit 
difficult. To handle the high risks, the current process 
has to be stopped and applying the new controls or 
methods to handle those risks without having the loss 
of data.  
Risks and uncertainty: 
The field of information security is often described as 
managing the risks associated with using information 
technology. For example if we take any case study 
like “Government Digital information security policy” 
the term Risk is defined as the loss which is had by 
occurring some event. For example if we are having 
one million dollars of money in our house and there is 
a 10 percent possibility of theft then that means there 
is 10 percent of risk facing by us. But this situation 
cannot be compared with the digital information 
security where in for example if we are trying to send 
a mail to one of our friend then if any of the hacker 
wants to hack it, then we can’t predict how much 
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amount of risk is associated and even we don’t know 
how much amount data will be lost. If we know the 
exact loss or expected loss then we are dealing the 
concept known as “risk”[9]. 
 If we don’t know about how much data is lost 
because of an event and if even don’t know the 
expected loss that means we are dealing with 
uncertainty. So, uncertainty is defined as not knowing 
what is going to happen and what the possible 
distribution of it is. 
Different properties of the mobile computing are 
mobility, portability and communications [4]. To 
implement all these problems, different problems will 
be encountered like disconnection, bandwidth and 
interface problems and heterogeneous network. 
Whenever there is a kind of communication between 
the two parties, if the connection is disconnected then 
there will not be any safe data. This kind of care 
should be taken. While communicating, the user may 
move from place to place and changes from one 
network to the other. All this type of change or the 
behaviour of the user should be monitored and it has 
to be taken care of. To have the continuous connection, 
mobile host should be in the connection among the 
different networks. 
Mobility will also address different problems which 
have to be concentrated to provide the security. These 
properties are address migration, location dependent 
information, privacy and the support. Mobility has to 
address the location based issues and should track the 
location of the user. The location of the user has to be 
protected from the misuse by the attackers.  
Authenticating the user is one of the key aspects of the 
mobility. 
The problems which were introduced by the 
portability are low power, transaction risks, interface 
risk and storage risk. In mobile networks the devices 
should consume less energy so that it can stay for 
longer time in the networks. When there exists a 
transaction, and if transaction was broke in the middle, 
then there is loss of information or data. Again to 
overcome such situations one has to apply so many 
methods and policies.  
A. Traditional security issues: 
 The following are some of the security issues 
which has to be addressed by the security provider 
[4]. 
 Confidentiality: Information which is sent by the 
sender should reach to the intended receiver. This 
data should not be allowed to have the access by 
the third party. Privacy is preserved that it will not 
disclose the information to any of the user. To 
have the security data should be encrypted and sent 
to communicate media in the encryption form. By 
this no one can steal the information. 
 
Integrity: If any of the attacker intentionally or un 
intentionally want to steal or modify the data, then it 
can be prevented by this feature. Authentication 
service is provided such that before exchanging the 
information it will confirm whether the user is 
accurate or not. If there is any modification in the 
data, then re sending of the data is not allowed in the 
network.  
Authentication: in the network service provider, user 
and the network are the components all these should 
be secured enough. To have the security for these 
different authorization and authentication controls are 
to implemented on these.  
Authorization: This is another issues which checks 
whether the user is having the access to the data or 
not. In the network there are different numbers of 
resources. On each resource all the users does not 
have all the rights. Before accessing it check the user 
to know whether he is having the access or not. If yes 
then he is allowed to use the resource. 
Availability: All the resources or the services should 
be available to the users, so that they can make use of 
the resources. There are different kinds of attacks are 
there which makes the resources not available for the 
users such as Denial of Service attacks. 
Potential Harms caused by the threats: 
The four potential types of harms to network 
communication are interception, modification, 
fabrication, interruption.[5]. 
Interception: 
 Interception is an unauthorized viewing of data and is 
also called as eavesdropping or wiretapping.  
 In wiretapping a device is attached to split the primary 
path into a secondary path to the data flow using 
additional wires. 
 Encryption is one of the counter measures to 
overcome from this potential harm. 
 There are some other measures which are used to 
overcome from this harm like having dedicated lines. 
Controlled routing [20, 21], physical security etc. 
Modification: 
 With this type of threat while communicating there 
will be some change of data. People may modify the 
data which is in transit. 
 With this type of harm people may receive the 
incorrect type of data. 
 This type of data corruption or modification will be 
intentional or unintentional. It may be from malicious 
or non-malicious source.  
 Sometimes it may happen even accidentally. 
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 Even sometimes natural calamities will also 
intercept the transmission. 
 Some of the modification failures are sequencing, 
where packet 2 may be arrived at the receiver 1 
before packet 1.  
Interruption: 
 Interruption is another type of harm which will not 
allow you to make use of the service. 
 Even the service which is provided it degrading the 
performance then also it is one kind of the 
interruption. 
 Even with the failures of the component this kind 
of interruption will be had in providing the service 
Fabrication: 
 This is another harm which will have the 
unauthorized access. 
 Substitution is another failure where some piece of 
data is replaced by the other. 
 Replay is one of the attacks where legitimate data 
is re used or intercepted by the unauthorized user. 
III. SECURITY ISSUES IN WIRELESS 
NETWORKS 
Wireless networks mainly run with radio signals 
where they are freely travelled in the air. Generally 
most of the mobile wireless networks are dependent 
on the private networks which are run by the private 
management, public shared networks will also be had, 
but they are less secure and we have less control on 
such networks. Providing security on the network can 
be had with one of the mechanism known as 
cryptography. 
Mobile devices are portable; they are very much 
compatible with all other devices. All these devices 
are having different capabilities like storage, 
communication and computing. These devices are 
easily stolen and the reasons for this kind of thefts are 
to steal the data or the device. The major security 
issues which are introduced by using the mobile 
devices are[27] 
a. Pull and Push Attacks: In pull attacks, attacker 
controls the device with the help of the servers 
and the information will be retrieved by the use 
of different interfaces. Push attack is another 
type of attack where the attacker will write the 
piece of code and sent into the network through 
any of the mobile device and it starts attacking 
the other devices. 
b. Forced De- Authentication: Here, the attacker 
behaves intelligently by sending the packets to a 
node to drop the connection with the network. 
After dropping the connection when the mobile 
node searches for the signal then attacker inserts 
a crook device between the signal and the mobile 
device. 
c. Roaming and moving: When the device is moving 
from one place to the other, then it changes from one 
network to the other. At that moment data has to be 
changed from one place to the other and one network 
to the other and if any modifications are done into it 
then it should be replicated in different places. When 
the data is moving in between the networks then the 
risks will also increase. 
d. Delegations:  Delegation is one of the dynamic 
activities where it has to provide access control 
decisions. While the delegation process is going on, 
the attacker may hijack the session and steal the data. 
Delegations may be issued frequently as the devices 
keep on moving from one network to the other and the 
authorization will keep on changing. It has to run 
continuously to check all these details. 
e. Disconnections: When there are frequent 
disconnections between the mobile device and mobile 
stations, then the attacker is having a chance of 
masquerading either the mobile device or mobile 
station. 
All the above stated are the risks which may be raised 
and are concerned with the devices which we are used 
in the mobile communication. Some protocols will be 
used to have the exact routing and security to the sent 
data like TCP/IP, IPv6 etc. Let us review the 
functionalities of one of the protocol that how it is 
useful in giving the protection. There are different 
versions are there like IPv4 and IPv6. Let us discuss 
IPv6 and its advantages over IPv4. 
There are different advantages for IPv6 when 
compared to IPv4. They are [3,25] 
a) Huge amount of address space: With IPv4 address 
mechanism limited address space will be there. With 
this we don’t know that when the internet will ran out 
of the addresses. Day by day there is huge 
connectivity growing with the computers, and then 
IPv4 is not sufficient with limited address space. IPv6 
is having 128 bit address mechanism whereas IPv4 is 
having 32 bit. This is the reason why there is a need of 
new version IPv6. 
b) Auto configuration mechanism: This is a built in 
mechanism in IPv6. It can generate its own address 
link by adding the link layer address then this will be 
converted to extended universal identifier. 
c) Simplified header structure: With the help of 
simplified and extended header structure it will 
achieve the directed data flows. 
d) Built in IPSec protocol: This protocol mainly 
concentrates on the security features like 
confidentiality, authentication and data integrity. This 
IPv6 provides the interoperability between the IPv6 
implementations. Payload encryption and 
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authentication of the source will be had as one of the 
security feature [16]. 
e) Network Address Translation: When there is a 
need of address translation then NAT 
architecture provides the translation of globally 
acceptable addresses.  
 
f) TCP protocol identifies missing packets. For 
example if packet1, packet2, packet 3 was send 
to the receiver and if packet3 was received then 
TCP identifies that packet 1 and 2 was missing 
and it initiates retransmission of those packets. 
Whereas UDP protocol does not provide the 
guarantee delivery. With the help of control 
information UDP works simpler when compared 
to the TCP when there is no need of Error 
correction or sequencing. 
Apart from the above there are other advantages 
like extended header structure, Plug and play 
mechanism, addressing and routing, extensibility. 
IV. SECURITY CONCERNS 
To take care of this kind of issues network security 
protocols have to be used which uses the 
computational power and the available bandwidth. 
Whenever if a protocol is used, it should be 
thoroughly designed in such a way that it should not 
use more computational resources. 
Another issue is the problem of the user anonymity 
where the user is un known, it is of trust level problem 
afforded by each node in the wireless network. 
Another security issue is information leakage through 
the inference made by the attacker. 
 
As the network is growing day by day and the size of 
the devices gradually decreasing and the computer 
power is going on increasing then the technology 
should also grow with the same pace. From all of the 
mobile applications only games are self-contained and 
all other apps should connect to the servers in order to 
perform the operations. The users who are using them 
will have high expectations for behaviour and 
appearance. Even while communication if network 
disappears, then after reappearing again it has to 
continue the communication.  
A lot of competitive space is available for the research 
in the security of mobile computing. 
a) Locations which are providing the Wi-Fi are 
increasing a lot. This free Wi-Fi is causing the 
reason for attackers and stealing the data from 
the users who connect to it. This should be 
prevented. 
 
b) Maintaining data separation and providing the 
security: For every user different types of data will be 
there. Out of that the mobile solution should separate 
the personal data and professional data. The solution 
should prevent the leakage of information from the 
organization which is not that much easy. 
c) In mobile environment there are different type of 
networks are available, all these networks should be 
compatible to each other, different platforms should 
be used by the both end users, this should be 
compatible. 
d) In providing secure access to the enterprise data. 
Secured access can be provided by preventing un-
authorized access, securing the channels of data 
transmission. These are the areas where scope of the 
work lies in it. 
 
Figure 5: Model for providing network security 
http://image.slidesharecdn.com/cns-13f-lec01-
overview-130905003004-/95/network-security-1st-
lecture-42-638.jpg?cb=1378341083 
V. REQUIREMENTS FOR MOBILE 
SECURITY 
Day by day the devices are growing in the networks 
and even the networks are growing. To protect the 
networks or networking devices, the traditional 
security measures are not sufficient to protect them. 
Organizations have to concentrate on the security 
issues. This has to be done because all the devices 
which are present in the network are not owned by any 
of  the organization. All these devices are shared 
devices. Giving protection to these devices as well as 
our devices is compulsory, because any one can share 
these devices and have access to them. The following 
are different security measures which are suggested 
for mobile devices and mobile networks. 
a. Encryption: This is one of the mechanism to prevent 
the un authorized access. When the data is in the 
transmission it will transmit in the form of cipher text. 
If an attacker sees it also he won’t understand it and he 
has to decode it to understand. That’s why this is one 
of the security measure for the data which is in transit 
[14]. 
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b. There two kinds of encryption systems based on 
number of key used in encryption and decryption 
i.e., symmetric (secret key) and asymmetric 
(public key).  
c. Symmetric key algorithm use one key and it 
works for both encryption and decryption. 
Generally, the decryption algorithm is essentially 
running the encryption in reverse. In the 
symmetric users A and B share a same secret 
key, and they can both encrypt information to 
send to the other as well as decrypt information 
from the other.  As long as the key remains 
secret, the system also provides authenticity, 
Authenticity is ensured because only the 
legitimate sender can produce a message that 
will decrypt properly with the shared key.  
d. Symmetry is a major advantage of single key 
encryption. The disadvantage is, if A wants to 
send encrypted message to another user C, A and 
C need a different shared secret key.  So 
managing keys is the major difficulty in 
symmetric encryption and it require a means of 
key distribution. 
e. Asymmetric or public key systems, typically 
uses matched pairs of keys. The keys are 
produced together or one key is derived 
mathematically from another key. Therefore, a 
process computes both keys as a set. Using one 
key (private key) encrypted and decrypted by 
other key (public key). Private key must be kept 
well secured. Once the private key is known by 
intruder, all messages can be decrypted by the 
intruder.  
f. In all encryption systems the key management is 
important; it involves storing, safeguarding, and 
activating keys. And a public key send via an 
email or post it in a public directory. Only the 
corresponding private key should not be 
disclosed. 
 
Figure 6: Encryption and Decryption process 
https://www.ssl2buy.com/wiki/wp-
content/uploads/2014/11/IC155063.gif 
 
g. Use of standards: The devices which are using in the 
networks have to be protected with strong passwords, 
antivirus, firewalls, backups etc.  An organization has 
to maintain these mechanisms then they will be 
secured enough. 
h. Network Access Control: This is one kind of system 
which checks and analyzes all the devices which are 
trying to connect the network. This system will 
continuously monitor the network in order not to have 
any malicious code in the network. This system will 
also ensure the devices that whether they are installed 
with security software’s or not. This will give an 
option to the device that whether it should accept or to 
reject a request for a connection from any other device 
in the networks. Even it can send the information to 
the server to check the liability of the request posed by 
the node along with its address.  
i. Use of Mobile Ipv6: This is one of the protocols 
which concentrate more on the security issues. By 
using this protocol, it will take care of the quality 
issues and the mobility issues which are caused in the 
network.[3,25] 
 
Figure 7: Firewall 
http://blog.systoolsgroup.com/wp-
content/uploads/2013/12/Firewall-protecttion.jpg 
Firewall is a tool used for protections and it is the 
instantiation of reference monitor.  Firewall is the best 
alternative for replacing the VPN. When the user starts 
the communication with the firewall and the user can 
request the VPN session with the firewall. Both the 
user’s client and firewall will have the session’s 
encrypted key. This encryption key is used by the 
firewall and the client to encrypt the traffic present in 
between the two. Who is having the session key they 
are only allowed into the network. Firewall is used to 
protect the subnet in the network. It is nothing but a 
single point device where the traffic is will be moving. 
A firewall may protect the perimeter of the 
environment if it controls.  Because of these reasons it 
will not be implemented at the server which is being 
accessed. 
Firewall is only used to protect the subnet but not the 
entire network. It is a single point device in which the 
traffic should be channelized. Firewall is having the 
capacity to protect the perimeter of the environments 
when it is having the control on it. Firewalls do not 
implement the protection if the data is outside of the 
perimeter. So because of these reasons, if the network 
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is having the subnets or if it is having the longer 
distances then single firewall is not sufficient to 
protect the network. 
Firewall protects only the perimeter of its environment 
from attacking by the outsiders of the network who 
want to modify the data like changing the price of an 
item offered by an e-commerce site. By this we can 
come to a conclusion that we can block the attacks 
even on the server. If there are any unmediated 
connections which may breach the perimeter then 
firewall is not effective.  
By using the access controls we can even have the 
security for the users or for files like subjects or the 
objects. 
 • per-subject access control list (that is, one list for 
each subject tells all the objects to which that subject 
has access). 
• Per-object access control list (that is, one list for 
each object tells all the subjects who have access to 
that object) 
VI. CONCLUSION 
Mobile computing is one of the fastest growing 
technologies and requires more security concern. The 
devices which are present in the networks are not 
owned by any of the organization. Hence providing 
the security to the devices, data and to the network is a 
bigger task. In this paper it is clearly explained the 
issues which are present in the mobile computing. 
Different types of risks which are faced in the mobile 
computing and what are the different types of threats 
which may encounter in the network are clearly 
explained. Mainly what are different potential harms 
which are caused by threats are shown. It is clearly 
explained that how an organization has to tackle such 
situations. There are some securities measures which 
are suggested are clearly shown in this paper. As of 
my knowledge and the survey I had in the field of 
network security and mobile computing, the above 
paper is written. 
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